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The Analytics Boutique (TAB) is a risk analytics software company that builds user
friendly analytics solutions to uplift the risk capability of your institution

Enable user friendly and transparent analytical

processes
Bring in industry standards and best practices
We believe that analytics in analytics
teams, rather than designing
and developing code, should Provide full model governance with audit trail,
be focused on value added user control and thorough reporting features
tasks, being assisted by user o
friendly tools with full model Minimise model errors as a result of the
governance, integrity of data elimination of manual processes
flows between analytical Red q q di q
processes andmechanised educe epefn enlce_ on coding expedrtg ueﬂto
report generation automation of analytic processes and data flow
Deliver full model validation features
Our Analytics delivers the money value of risk

all owing a omonetary value

We help organisations move from data to action
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Award winning TABOs Operational and Conduu
breakthrough addressing most burning issues in judgment based risk assessments

Cognitive biases A Structured Scenario Analysis is designed to mitigation multiple biases: need for closure, herding or group thinking,
mitigation confirmation biases, anchoring biases, authority biases and other
risk measurement & A In Structured Scenario Analysis, risk mitigation is evaluated together with risk evaluation, using a scientific method
mitigation jointly based on calculating the money value of risk

A By onthe-fly Monte Carlo simulation, it calculates the cost of assuming risks and compares it with the savings of

Money value of risk hedging/controlling such risk providing the NPV of mitigation actions

Scientific validation of A Structured Scenario Analysis implements performance based expert judgment which allows to validate responding
expert judgment experts based on limited available information

Efficiency features
and for engaging your
organization

A It enables a workflow, email sending system, expert responding progress page, reminders, answers automated
aggregation, extensive reporting, and more

A Structured Scenario Analysis provides a solid cross-scenario correlation approach based on expert judgment

Correlation approach , . . L
pp A Correlations are very transparent, intuitive and easy to justify

Robust and stable A Structured Scenario Analysis integrates different sources of data (ILD, ED and BEICFs) to compute a more stable
capital calculation capital charge, adding information of the distribution tails, reducing the volatility of capital estimates
Analytics available to A Structured Scenario Analysis provides, to the first line of defence, the cost of risk, saving from mitigation and NPV of
1st line of defence action plans required investing, encapsulating all modelling complexities thanks to Al algorithms
Strong governance A User control, audit trail, roles and activities differentiated by user and other
Fully flexible A Flexible forms, user defined number of loss collection processes, indicators, configurable workflow, etc.
A
N 2
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The Analytics Boutiqueods covers the wides

Ri snkonetary value basedd

Risktypes Elements GRCAnalytics
management
A. Loss modelling H. Capital requirements
i i Internal loss .
Operational Risk Save el Eaian Internal and external data using EVT Capital allocation

B. Scenario analysis modelling

. : H. Risk appetite metrics
Expert judgment modelling

Conduct Risk

External loss a—
SEIEIEREG B. Bayesian networks for scenarios | Loss forecasting
_ S Detailed modelling of scenario analysis Expected losses under business scenarios
Model Risk ) P—
Risk and control C.VaR |. Stress testing analysis
self assessment OpVaR Brand VaR IT VaR Loss under extreme scenarios
IT Risk FAIR I

J. Mitigation actions & controls NPV

D. Correlations . . :
Action plans and insurance evaluation

Scenario analysis Loss based and expertelicitated
Brand Risk — E. Siress testing modellin K. Reporting incl. regulatory approval
’ 9 : 9 LDA, SA, simulation and stress testing
Op and conduct Macroeconomic, KRI, KPl<c
risk indicators |4 . . :
Business Risk KRI, KPI , KP[E Akpredictive models M. Integration into financial
_ w Event probabilities and impact planning and strategy evaluation
Action blan Risk models and scenarios integration into
EWRM manager%ent G. GRC Analytics scientific validation financial planning in IFRM (Integrated
Loss based and expertelicitated models Financial Resource Management)
Banking Insurance Asset managers Non financial
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We are well recognised in the GRC industry for our award wining offerings in the
op risk management, measurement and stress testing space

2016/17i ndustry award recognition with 5 awardséand 5 awards 1in
OperationalRisk  IRESIK The Analytics LncuranceERM LnsuranceERM
tique
Technology 20Ut |
Awards Op risk modelling ‘N 7= ‘N 7
B e o year 2018Winner vendor of the year dl dr
2016/17 2018/19
The Analytics Best gnalytics Best gnalytics
OperationalRisk % Boutique solution solution
Awards Op risk scenarios | iR e ir
Best risk analytics tool 2018 Winner Product of the year nsuranceE surs :

Awards ~ Awards

m The Analytics 2016/17 2018/19

OperationalRisk Boutique
i Levggrr(]joslogy Op risk modelling Best stress scenario Best operational risk
: - vendor of the year i
Best stress testing product 2019Winner software solution

By Risk.Net (Risk Magazine) By InsuranceERM
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Thanks to our capital modelling technology we are the leader of the Enterprise
solution in the GRC Analytics (broad) category

Best of breed Category leaders

©) Chartis

kralependent bightul Actioncble.

Enterprise GRC Solutions, 2019
Market Update and Vendor Landscape

Ll o

Chartis RiskTech Quadrant® for I IBM o We _z:rle the
GRC analytics solutions, 2019 E captta’
= . modelling and
'5 BWise (SAl Global) ® scenario
& # MeétricStream ana]ysis
ﬁ .:The Analytics Boutique prOVIder Of
o Chase Cooper .I Category
: leaders
1
1
1
BitSight » |
1
1
1
1
1
1
1
1
Point solutions I{nterprise solutions

/

Sourca: Chartis Resaarch
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We are thought leaders in the risk industry and have made significant
contributions to the advancement of the GRC Analytics industry

"1 found the quantitative methods presented in 0Operat i on adblead actuallyuseablet a | \Y
and useful, which can be said of shockingly few books treating operational risk. Amidst a wasteland of operational risk manag ement pie charts and

unactionable and subjective heat maps, books like this are an oasis of practical, applied solutions for capital estimation an d stress testing. If your

objective is to directly and measurably mitigate and manage operational risk using scientifically defensible, objective metho dology, as opposed to red-
amber-gr een traffic 6analyses, 6 the methods herein are the kJiDnG@pdykeo GE Qagital d . "

RiskBooks Incisive Media The Actuary Magazine, Society of Actuaries

Edtar ningraphy | | Table of contents | | Testimanials

Bank description Enok details

STRUCTURED SCENARIO ANALYSIS

CALCULATED

uimal of Operaticeal Risk

School of Bus: ditor-in-Chief, Ja

Opercﬁongl Marcelo Cruz, Morgan Stanley
Customer Reviews

bed » Avérage customer reviews 1r Operational RSk Capital Modsts
|S G pl O T Reviamis) | Add You Review
Meeting the theoretical with the practical

The baok pravides an excellent view inta how to praciically model aperatianal risk, shawing altemative methods that have all
S s hing pragmatic
O e sro able 1o I alas and axpert judgemer
il ran cdsler

Review by AnArew Morgan - QUANNItatve RISk Analyst, Old MUTUal pic , 260102075

EDITED BY

RAFAEL CAVESTANY SANZ-BRIZ, A very practical and implementable approach to operational risk modelling

BRENDA BOULTWOOD AND The book includes interesting and innovative topics such s siructured acenaro snalysis, tachniques for determining optimal
levsl of gran modalling. methods for quslit sorme madsling of coral wmen

o
can actices

LAUREANO ESCUDERO

frequency an The cuiputs of proposed qu
and performance measures. making the book very relevant for modem

financial instittions.

Review by Flippie Snyman, Enterprise Risk Management, FirstRand . 26/10:2015

A practical book to start building Op Capital models
fn easy Lo read buok that covers all relevant topics on how (e build operational risk capital models. s casy o pick up his
bouk and slarl dosigning and planning your mude! i ivn. The authars are praclilionges in the fild and henge e
book geta to implamentation issuss quickly with practicsl ways to solve comman challanges we face in the couraa of our
work. | racommand this hosk 10 anynne wanting to atar implementing modals

USING STRUCTURED SCENARIO ANALYSIS FOR AN EFFECTIVE OPERATIONAL
RISK MANAGEMENT AND STABLE CAPITAL REQUIREMENTS DETERMINATION
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http://riskbooks.com/operational-risk-capital-models
http://riskbooks.com/operational-risk-capital-models

TABOs GRC Analytics contains an extensive
strong governance framework and TAB provides robust support service

T

OpCapital Analytics exhaustively provides industry
standards and best practices for OpVaR, scenario analysis
modelling, loss forecasting, stress testing and more

1.- Mathematical model

Full transparency: MatLab native functions and shared source code with client

T 7 T 7 T 7 C 7 T 7 T 7 T 7

2.- Governance framework

User friendliness and efficientcy
Audit trail
User control
Modelling flexibility
Model validation module
regulatory validation report

Model recycle bin and cloning

Support service: maintenance, how-to questions, enhancements,

3.- Support service modelling guidance, source code modification guidance and more
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Our GRC Analytics has a model risk governance and validation features:  auto-
storing all modelling data, audit trail, one -cl i ck model replicat.i

Using our GRCs Analytics model risk governance module can be used for model validation and approval, review of all model
assumptions, replication of the model, reporting of the full model, in an extremely efficient manner

Regulatory approval reporting

Audit trail

One-click frequency fit replication Risk mitigation conclusions

Model recycle bin I
Model cloning o

Fotrw-uc 1 s megaten

Model co in Hoat 51 44 ot Geecmms B oo ek Coma Fom B aaa Ve &
S50 Gr008R08 WhaTE Pt T g et Al S T tCen

o - Cancel

@) Celt Vasdation

File Tools Windows

Modeling pe... Model purp... Dwision | Risktype | | Scenaio N...| Truncation | /Weights | Insurance | IntemalL | Internal M | Intemal
208 M2 Scensro

394 (2008 An_ Alother O ClentPracti RegNoaCo_ OK
. . . . . 395 2orem2 Scenaro An P8 iternal Fra... Iernal Frand OK

One-click severity fit replication B6 w6 Scounan Tosopmn ik nc. e acs. OX
T ——rear— 397 [2008M2 Scenario An.. Commercial . Clent Practi_ Product as . OK.
o s S 80 e S 308 [2018H2 Scenario An . Retsd Banki . Clent Practi AML oK

399 20812 Scenario An_ Retsd Banki . Clent Practl Sanctcn oK

200 201602 Scenaro An  Retal Banki . Clent Pract.. U Seteg

401 20K Scenaro An.. Commercisl . External Fr. External Fravd

AR 20WH2 Scensro An_ Tradogan. Systems F_ Magr SysF

403 e Scenaro An . Retad Banki Process M Crtcal 39V

08 (200642 Scenario An Alother 0. Process M Dot

405 2096H2 Scensro An . Commercal

406 [Test Scenaro »e

07 (205N (A0 (A5 Al

408 [Test niernal mode's Retsl Bank

Cet

Cot ‘est > Scenarc Analyss > Retal Broterage > Sy1

Ladel

CelType  Sngle mernal cata segment

167 Nember of steps.

i e e Sensitivity analysis

Chisg 0

“y

g F )
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Our GRC Analytics solution provides integrated specific modules for each of the
critical blocks for the risk capital, stress testing and Al models

l ncluding

Basel Ca

Op data import UoM definition Risk capital modelling

Exploratory analysis and
loss data selection

Import scenarios ==

Optimal granularity

Import internal and
external loss data

[

Extreme Value Theory
Analysis

Import KRI, KPI... ; _ PN Y = ‘
= = | AN “i‘.

Loss data modelling
| ==

Scenario analysis modelling

Stress testing

Capital instability analysis

What-if analysis

OpVaR and capital

Hybrid model construction

Correlation analysis

Monte Carlo simulation

Capital estimates analysis

-3 9

Model validation

Backtesting

Modelling archive and results
replication

Audit trail, user control, integrated data flows, workflow management, reporting and model archive and replication

Analytics made friendly



ANNEX A: GRC Analytics
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Loss modelling

Internal and external loss data modelling can be performed in great detailed and

precision

Our GRC Analytics provides multiple features for a robust modelling of loss data that includes distribution fitting, Extreme

Analysis, graphical and numerical goodness of fit analysis, stress testing, instability analysis and more.

Distributions

ranked by GoF O

GoF graphical
analysis: CDF, QQ,
PP, etc.

Numerical
GoF AD, K-S

z>

Distribution fitting module (severity and frequency)

File Import Tools

OMCE.W]E]

Export See Options Windows

Tl [V venous Dot

Ranking _Frequency
(Y) Lognormal - Ge A
(R) Lognormal - Ge

Y) Lognormal S

(Z) Lognorma

(Z) Lognormal - Get
(Z) Lognormal - Ger
(W) F

(W) General Pareto
(Z) Cauchy

(R) Cauchy

(M) Cauchy

(M) Lognormal - Ge
(W) Burr

(Y) Cauchy

(Y) Lognormal - Ge
(W) Lognormal - Ge
(W) Lognormal S

(X) Cauchy v

_______________

Anderson-Darling v

Empirical Losses

Assign = Compare

Truncation

3.680 Inf

o |

Goodness of fit
SigAD  |0.80340¢
SigkS

Histogram| CDF | Diff. by Bin| PP Plot | QQ Plot
Date
1 1 |757.818,182 ~ Distribution 1
2 |379.065.822 Lognorma
ool ] 4 3 |335.566.499 Distribution 2
| 4 |270.618,182 Generalized EV
08} g 5 [159.233,901 Mix
- 6 |139.818.183 mu
07+ [ Data - 7 |134.534,053 sigma
—— (X) Lognormal - Generalized EV (Mix 2) 8  [129.365,791 k
|, 061 I (¥) Weibull H 9 [tzr2r2121 mu
= — (Z) Lognormal S 10 |111.779.431 sigma
R 0.5F -‘\;— ] 11 [107.650,909 v
5 |
- 04} i Hypothetical Losses '
Losses |Frequency (%)
031 1 |1.000.000 0,5 "
2 5.000.000 0,1
02 3 [7.000.000 0,05 7] Histogram
01F SR LOSE ﬂﬂﬁm_ Ton
Weibull (Weighted)
- == Quantile: 9998 _[5.658.806.78
Quantile; 99,95 |4.119.123,65
2 [y 2 &=
= — Quantile: 99,9 |3.207.348,67

Independence test frequency/severity

11

Value

Hypothetical
losses to test
stability

Realism of
losses via SLA
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Loss modelling

For loss modelling, TAB provides extensive functionalities permitting the precise
determination of modelling thresholds and tail type

The system provides up to 8 methods to estimate Extreme Value Theory and determine tail weight and identify an optimal
threshold permitting to separate the distribution in tail and body

EVT methods for determining tail T T T T —— s odaE
weight and modelling threshold e (a— — " ;
\ 2}
Lognormal Fit Analysis a| TN :
Fits a LogNormal distribution and plots Mu and || | =
Sigma. ) N | ey
Stability Parameter 7. N ALl i | AW Fat tail distributions
Fits Pareto distribution and plots tail Mo ¥ i i NG available for EVT
parameter.
Tail Plot il
Plots Log (Severity) versus Log(1-F(Severity)). IRERH R (R R ] Burr [] Generalized EV
¥ e O J o > ] cauchy Log Gamma
Mean Excess Plot o
Plots the mean excess of each sample R — CIF [ Log Logistic
— TN L I A GPD [] Pareto
Hill Estimator ! : Feros [ Students T

Plots tail parameter calculated analytically

Hill Estimator Extension

Fits a horizontal line to the Hill Estimator plot I S S
to |dent|fy the poin‘t most similar to a constant 001 o evemrse ettt e ettt o T
tail parameter and, therefore, fat tail. oo

Capital Stability by Threshold Plot 9

Randomly resamples an x% ofthe Sub- s

sample y times. Fits the selected distribution to © L
random subsample with the selected fitting 2

method and plots capital charge calculated :
using analytical methods.

GoF by Threshold Plot
Fits selected distribution and plots P-Value of
AD and KS.
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n Scenario analysis modelling

TAB provides extensive options for the modelling of scenario analysis and
corresponding mitigation and any other expert elicitated risk evaluation

. Weight for . .
Weight for  |ntroduce the scenario prioﬁtizing Permits to introduce
Introduce distribution prioritizing analysis results for fitting target e distribution parameters
shape control statistics fitting target their modelling restrictions into the fit
4 Fit Moments afld Quantiles = o X Permits to introduce
File Tools Regforts Options Winddjvs the impact of simulate
M and g . - s i impact of control
Vale wpgt  Truncagon Loss inyfe Weight Generalized EV General Pa [ stress Fr (%) effectiveness/scores.
Mode 1 [100 1 1 Par1 1 0.3 g . . .
Moo |2 |azs 10 2 ower]_nt o7 Alternatively, it permits
3 |600 25 2 ol ot 0.3 [ stress severty (%) to stress oprisk
Variance g I PP 1
Par2f |1 1
- b . .
DEoWnos | Lower .I";' 2" | Split scenario
Introduce scenario =~ Kurosis = i M - based on
frequency b g | 3 I Model Biggest losses [ use only selected distributions + frequency or
Fitting truncation  sesw—— T 1 o ncaton TR | rtspueavy. | Freavency)l [l Severt 9 severity
sias gma Histogram P-P Q-Q log(Hist) Log(P-P) Log(Q-Q) )
F|'tt|r!g error by m— Pt | [ O O | 1 - \ Selection of
distribution i ) 0.062 0.076 0.104 0.1 g 210 GoF graphical
| rrome—res e — i - analysis
Loss estimates and Mean  [127.747 98.414 92,661 93.022 93.1 8
Nariance ‘87.65-4 618 14,180,902 14,887.52 12,958.699 12,7476 >
moments of the et cness 2799 4362 403 2602 2 = Graphical
fitted distributions | [Kuresis 1084327 38373 32.067 13.005 10 EE
66.67%  [100 93.81 89,622 93.702 9 2| [ goodness
96.67%  |325 364.296 368.757 372.944 E2E] § = 2 of fit
Parameters of . = = 7 TI
. . . . Par1 0.77 4125 0.228 83.527 06
fitted distributions Par2  |15.001 0.967 71.7%8 0.818 e % | 0 -
e 0 100 200 300 400 500 600 700
Severity
Stres: Spitby: ' Frequency Severity Assign: | Generalized EV Quit
SLA values Assign the scenario distribution Buttons that permit to select the distributions to
model to ORC be considered in the fit
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n Scenario analysis modelling

SSA permits to model scenarios using a variety of methods including Bayesian
networks for those scenarios most sensitive to current exposures or in which
detailed analysis is needed for a precise estimation of losses or mitigation impact

A complete and efficient modelling of scenario analysis requires the combination of modelling methods. Bayesian networks may
be used in exposure sensitive scenarios or requiring a precise loss estimation or mitigation NPV. Less critical scenarios mig ht be

model |l ed using direct and | ess resource intensive methods suc
Pre-mitigation analysis Post-mitigation analysis
o s gton e namco pmtzon Put gt B rament posomctren
@ @ @ @
=) %
<'ﬁ?ﬁ§i_°f19t_9,='!@i@'-i--<-;mﬁf&ﬁ; TS0 < 5ot

L4 V

- -f__ﬁiéﬁ(;t(rﬁaﬁij_é.{_; _ ,_’7 - marketcnange
'{E'éﬁycnaﬁﬁe_ P A k‘d\'eilinhaﬁi;ré ) -
[ ‘_7_,11 losses % . -__-‘} losses Insurancepnllcy
(Hewcontral)
\
e ..'!iécﬁngn%'\ e {_’;ocwrrence

‘.
(@posire) P
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VaR

Internal & external loss data and scenario analysis create hybrid models
incorporating all available information for risk measurement and management

Internal loss data modelling Scenario analysis modelling
r r Moments pag mode Scenario parameters Distributons e o
s LD Loss inyears | weight|| Generalized EV General Par || [] swess Freauency (%)
Internal Loss Data Threshaold at 1000 o ifw (T I
Uean 2 |38 10 2 | Lower1 |-af 02
3 jeo0 = 2 Upper1 it 03 [ stress severty (%)
Variance t {
[Pz | 1
Skewnes | Lowerz |t 0
Kurlosis Upper2 [t nt w
< > < >
- 3 Model  Biggest losses w| |+ || - | use only selected dstributions.
Fit truncation Quanties truncation Fit Fit spited by Frequency Severty
B Generalized EV] Lognormal General Pareto]  Weibull | Gamma | | | Hagram | PP oo || oeomt | Larm || toana
- et O = O D O 40
W) Logroeme i fmor 0 0082 0076 0104 0113 e
lm) Mode 77.509 24485 2629 1.086 0915
‘
Mean 127.747 98414 92661 93022 906158
Variance }7.55‘6‘5 14,180,902 14,887 52 12958699 12797 456 ) 6
- | Skewness 27.996 4362 40% 2602 2362 5
& | Kurtosis 1,084 327 ¥ 32087 13.005 1087 @4
Fl 10 000]=Bg 19% ET% 100 9381 89822 a2 95802 2
‘ 96.67 % 325 B42% '8 TS kred 0 s e 2
98.67 % ‘m s27.287 sar4mt 499199 490378
Par 1 0T 4128 0228 sas2r 0673 _-q
Par2 15.001 0.967 798 0818 136,694 0
e 0 100 200 300 400 500 600 700
ar3 80439 '
A | Severity
1 == == = re— I
T T

~ — -
= |
i Vi Oom | Internal | Intemal | Intemal Risk Risk Btemal | Etemal
losses losses losses || | scenarios | scenurios data data
(Oow) (medwm) (hugh) (medium) {high) (medium) (high)
Distribution #1 fmpmeal  Lognormal  Burr ogrommal  Lognormal Lognormal A
L External Loss Data Threshold at 10.000 Distribution £2 iodetined  Undefined  Unetes | [odetnes  Unetines Undetoed
n Muture 1 1 1 1
Pasameter 1-1 Tem 0,007 o 17,158 7M1 .
Parameter 12 2012 1301008 | fpor2 053 20m Hybrld model
Pasameter 1-3 ¢ 1M Q L
r \; '|' - Parameter 1-4 0 []
Pasameter 2-1 o ] 0 [
A - 10000 Pacametes 22 0 o o s
N Parameter 2-3 0 ] 0 []
\ Pasameter 2-4 o [} 0 []
i Frecuency Poasen Poason Poason ponscn Pomson Poason
Pasametes F-1 B8 5.1 48z fo.1 482 apaz
L il g Pasameter F-2 0 0 0 0 -
N ol
1
n-rlﬁ'ln e | SRS

External loss data modelling
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VaR

Our GRC Analytics includes VaR calculation under a user defined confidence
levels and any other metrics: expected shortfall, unexpected loss and others

Target | Confidence | Annual Default
Rating Interval Probability
Statistes 25 | \ I 1 AAA 0.9998 0.0002
Minimum 99,301,138
Maximum 361,671,030 E/TPECtEd LOSS AA 09995 00005
=5 IR — A+ 0.9993 0.0003
- | BBB : :
=] ? 99,75% A 0.9990 0.0010
— Moments A i '
verage. [132.563,168.9 99.90% | |BBB 0.9975 0.0025
StDev  |15,:854,359.69 '
Skewnes 2791 % 15 |
Kurtosis 25.484 g A+
- 99,93%
— Percertiles °
9975 | 222,897,615 g
999|| 200022985 | 2 | AA -
99.93|| 294,504,085 = 99,95% AAA
99.95 | 208,213,555 99,98%
9998 344 467,705
— Log Analysis- 05 -
Mu 18.696 -
Sigma 0.109
— Histogram
Amourt | 182690315.00 _I_ — | | |
CDP p.se g B 8.1 82 8.3 84 8.5
- Simulacion in 10*
¢ A 4
Expected < A+ >
Loss » AA <
| e
[aan |
< AAA g
A~
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- C VAR

Our GRC Analytics are flexible and can be applied across other GRC Risk
categories such as BrandRisk and obtain Brand VaRor IT Risk

Eﬂnﬂ Scenario name Status Creation date Completion date Actions
VIEWS DASHBOARD REPORTS USER SCENARIO VARIABLES USERS CONFIGURATION
Innovation, technology & ~ N
¢ PREPARATION 2018-10-30
Disruption Risk
Adaptation to change/ PREPARATION 2018-10-30
PREPARATION 2018-10-30 n Edit Net income Total value of brands
MACROECONOMIC VARIABLES
2,000 500
p SALES PRICE INCREASE BRAND 1 C ,
Distribution/ Channel Risk PREPARATION 2018-10-30 R 1500 450
1 1,000 400
0 500 - . 350,
Commercial Risk PREPARATION 2018-10-30 0 0 0 0 0 0 b= - 300
o | . .- 250
0o 200
J Brand Pricing & Margin Risk PREPARATION 2018-10-30 DIRECT SALES EXPENSES C 1000 150
1500 100
0 2000 50
Brand Soclal & Sentiment Risk PREPARATION 2018-10-30 2500 o
o o o ° ° ° 2020 2021 2022 2023 2024 2025 2026 2020 2021 2022 2023 2024 2025 2026
0
) Brand Conversion Risk (Funnel) PREPARATION 2018-10-30 TRADITRMAL IAA O @ oosccose @ voaton O eusecrse Q) varition
] Brand Image PREPARATION 2018-10 0
B RA N D R I S |< B N D I I S I< - RISK SCORE POR TIPO RIESGO BRAND VaR, pre-mitigation plans
- 40 Brand value
Brand rating BBB 35
Brand score 22.8 30
RISK SCORE POR TIPO RIESGO Brand value 236,1 million EUR £ cee A An AAA
e | & Risk appetite
~ | Brand budget 31,7 million EUR 2
5 ol Brand rating (potential) AAA B .
N Contigency brand capital 188,9 million EUR ®
: — s
£ 2% 00 Brand Value at Risk 226,7 million EUR .
g Brand VaR/Brand Value 96.1% industry  Competitr 2™ uainability  Position TOTAL
ﬁ 20 — governance
s 400 Brand VaR/Brand budget wRiskscore 39 ) 25 10 15 28 HH
10
200 CONCENTRACION POR RESPONSABLE : CONCENTRACION POR TIPOLOGIA DE RIESGOS CONCENTRACION DE RIESGOS POR IMPACTO
5 H
ol
Sustainabilty : a a4 1
Industry Brand governance Position — % 4 § 4 &= — -
O e 3 H s 7 s 2 1
& & £
TOP RISK BY TYPE g’ 53 =
g - Brand position . g 2 2 3
=2 2
to poblacional o 7 @ Audtora g g s 6 2
Cambio de habitos del ¢ = é 1 g z
rrupcid nodelo de negocio n 8rand
rupcién de un modelo de negocio nuevo sustainability 2 &
Caida de demanda general. Menor consumo per capita 0 0
° 1 2 3 4 s 6 0 1 2 ot 3 — 4 5 6 0 1 2 3 4 5 6
Severidad Impacto financiero mescts fiackiro Severidad Impacto Financiero
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n Correlations

TAB provides extensive functionalities for the determination of correlations
based on loss data permitting easy comparison, selection and storage

Last calculated correlation and correlation
matrix to be applied in
the Monte Carlo run

Time grouping for
correlation calculation Calculation options

Group by

Data element to be used
in the calculation of correl

Initial and final date
of loss data
observation period

Calculation method:
Kendal Tau, Spearman
Ro, multivariant
Gsussian copula and t-
Student copula

Launch correl
calculation

ORGCs selected for the
Monte Carlo
simulation

Validate: if activated, the correl is not PSD and

\ Data origin

‘ Internal

{ Initial da(e

_ Kendall tau

Calculate

Final date

partment

32 Retdl Banking
34 ‘Rel | Banking
35 |Retail Banking
' "Relall Banking

Qelall Banking

8‘1 Relall Banking

Place selected distribution on the left grid for applying it into Monte Carlo ==

id 81
0,002
0,342
0,958
0,354
-0,138
1

Other previously calculated correlation

Selection of previously
calculated correlation

—
Correlation Matrix
d 32 id 34 id 35 id 37 id 86
id32 |1 0,202 -0,038 0.136 0,118
id34 0.202 1 0,477 03 0,037
id35 0038 0477 1 0,398 -0,054
id37 |0.136 03 0.398 1 0,117
idg6 0.118 0,037 -0,054 0,117 1
idg1 0,002 0,342 0,958 0,354 -0.138
< m
Risk Scenario Regio Modelling Date

External Fraud

Execution, Delivery & Process Management
Damage to Physical Assets

Internal Fraud

Business Disruption and System Failures
Clients, Products & Business Practices

Project Number

Previoffs Matrix (1) Original Data v B
id 32 id 34 id 35 id 37 id 86 id81 |
id R 1 0,05 -0,009 0,033 0,028 0,001
idd 0,05 1 0,469 0,31 0,021 0,35
id35  |-0.009 0,469 1 0,382 0,043 0,946
id37 0,033 0,31 0,382 1 0,099 0324
id 86 0,028 0,021 -0,043 0,099 1 0,136
id 81 0,001 0.35 0,946 0324 -0,136 1
< m »
A
v
Apply Cancel

by clicking, the correl gets transformed into PSD
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Set the selected correlation matrix
into the Monte Carlo window
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n Correlations

When enough relevant loss data is not available for correlation calculation, our
GRC Analytics permits the determination of correlations through expert elicitation

A Experts provide their estimate on the influence of the different environment factors that impact crystallisation of risks.
These estimates are later weighted by the seed questions performance score obtained by each expert

A The final risk scenarios correlation matrix is calculated with the correlations across the environment factors and the weight
of each factor in the risk scenario

Dependency factors

Definition of risk factor to guide SMEs

SMEs provide their estimates on the influence of the risk drivers in the scenario

Risk factor name

»
?
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n Correlations

TAB provides methods for determining risk dependencies using expert elicitation
methods, being fully integrated into the tool s calculations

Sensitivity to common environment factors is used to determine correlations. A high correlation can be tracked to sensitivities

to the same environment factors. Independent scenarios derive from sensitivity to different environment factors

4 Qualitative Correlations
File Edit Windows

Uold

Sensitivity Result
Major system failure . - - .
Data management Business complexity Employees and work environment| Fraud environment| Internal control environment Regulatory and legal Technology et
Experts estimates on info and cyber securlty £ 01 0 0 0.2 0 0.1
. . Reg non compliance Major system failure 0 01 0 01 0 02
the influence of risk interncl raud % 0 o o 01 0 0a
) ) . Market misconduct ata management h \ g .
drivers into the risks Product management v Info and cyber security 0 0 03 02 0 02
A Reg non compliance 02 01 0 0.2 0.2 0
+
scenarios Internal fraud 0 02 02 02 02 0
Factor Sensitivity Market misconduct 0 02 02 0.2 0 0
Product mznagement = 02 0 0 0 0
Employees and work environms AML 0 02 02 0,2 02 0
Fraud environment Sanction 0 02 02 02 02 0
Internal control environment
Regulatory and legal Extemal fraud 0 0 04 0.2 0 0.2
Technology environment Anti bribery and corruption 0 02 02 0,2 0 0
\fandnre and avtarnaie v N
4 Qualitative Correlations - O X .
File Edit Windows Export Extt
UoM
Senstivity | Resuk
Major system failure
Data management 3PV Major system failure Data management|Info and cyber security| Reg non compliance Internal fraud| Market misconduct| Produ¢
Info and cyber security py 1,00 57 38 23 28 18 18 .09
Reg nen compfance Major system failure 57 1,00 62 35 16 20 20 10
Internal fraud
Market misconduct Data management 38 62 1,00 46 s 29 29 10
Product management v Info and cyber security 23 35 46 1,00 18 44 44 00 .
R Reg non compliance 28 16 5 18 1,00 3 42 %2 Resultlng
Internal fraud 18 20 2 44 53 1,00 60 20 correlations from
Factor Sensitivity Market misconduct 18 20 29 44 42 80 1,00 40 h 00, A f
Business complexi A Product management .09 0 10 .00 42 20 40 1,00 t e SenSItIVIty (0}
Employees and work environm AML 18 20 29 44 53 80 60 20 r|sk d”vers
r:ﬂud Tnvir?nTent . Sanction 18 ,20 29 44 /53 80 80 20
internal control environmen
Reguiatory and legal External fraud 22 34 48 74 18 51 51 00
Technology environment Anti briberyand corruptign 15 AT 24 a7 27 51 51 a7
Vendors and externals v < -
< >
+||- Minimum correlation Export Exit

THE ANALYTICS BOUTIQUE 20 Analytics made friendly



Stress testing modelling

TAB creates directly from the OpRisk database, loss time series for stress testing

purposes: time series of total

Our GRC Analyticsautomates the creation of times series of los data creating a seamlesslink with stresstesting analysis of
macroeconomic variables or other indicators sucha s

Date field required in Axis X

4 Data Filterin|

KCI ,

KPI , KRI é

Select a loss amount field or “Events”, in Axis Y

Ejle  Tools eports  Wihdows
Axis X  LossDate ~ |[] Axis XLog  Minimum
AxisY  GrossLoss ~ Maximum
New Ctrl+N AxisZ Al v 5| Bins X
New with data Analysis | Gross Loss -
i Open Ctrl+Q .
Save Ctrles Statisitcs Percentiles
Save Filtered Data Minimum 400.072 10 454 464
Load Filters Maximum |3,883,636.364 25 579.495
Save Filters Events 15,160 50 874.058
Add Filtered Data to File Uniques 12782 75 1.707.609
Add All to File
Sum 4.29957e+07 90 3,779.538
Export Filtered to Excel
Export All to Excel Moments Log Analysis
A I rt |
Click to send data to ‘m” Brce Average 2,836.126| || Mu 7.032
import text i
the forecasting Export cDat StDev 35,003.715 | Sigma 0.923
model module and to Backtesting I | SR 93.082 | treng Analysis
create the loss time e >| | Kuoss | 10040.149 | Model |inear
VT ato
- o y =-5.3e+08 +8.7e+02 "t
serie >
Run Time Serie Evaluatio
Database Projection
Export table
Quit Ctrd+Q

»
?

21

Gross Loss in millons

losses, frequencies , tail values or any other metric

auto Plot
auto GLM Model Stochastic Scenario
15 Join Restore Undo Fitter Target Scale
'] T T T T T T T T T T

06/09 10/09 01/10 04/10 07/10 10/10 02/11 05/11 08/11 11/11 02/12 06/12 09/12 12/12 03/13
Loss Date in moth
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Stress testing modelling

Loss times series are regressed against macroeconomic factors, KRIs, KCls and
other metrics to create loss forecasting macroeconomic models

The models created provide the | oss expectation under
permitting its integration into the global stress testing exercise
Time Series
|Gold price $ y-y change
|Gold price R y-y change
|M3 money supply y-y change
|Mortgage advances Total y-y change
|Nominal House prices y-y change ARMAX Variables Resuts  LogReturns Residuals ResidualsH  Q-Q Piot ACF PACF
(Ol price S y-y change I | N
|Oil price R y-y change PNFC:
|Prime rate y-y change . tl.J(Kuom:!_gDP 2 «10? Commercial, GBP
|Private business enterprises y-y change = 25 I T T T T A
|Production price index y-y change < Data !
|Repo rate y-y change [ - Forecast fids
|Total Insolvencies y-y change -~ 2F | = = = Confidence Lt n
[Total bank cred extended y-y change
|Total capital formation y-y change
|USDZAR y-y change
|3m JBAR 7
;Credn extended to h-h y-y change v o
ARMA Variable 8 =1
s
e
ARIMA Variable | g 1
=]
Commercial GBP v Univariant VF O
ARMAX Parameters -
AR 2o 0/ MA ) s &=
SAR Seasonaity 0/ SMA 05 P : =i -1
[[] Do not use constant [ Advanced mode =
4 1 1 1 1 1
FromDete [01an2002 o [o:0a201 [ Automatic 01/01/2002 01/0172004 01/0122006 01/0122008 01/01/2010 01/012012 01/012014 01/017201
[ Presample 1| stepwise Date
Value VStandard Enorv t-Statistic [ p-Value | Adjusted R-square | 0.6431 S
Constant | -24298e+08  53353e-04 -4.5541e+12 0 Anderson-Darling (p-value) [R] | 42123e-04
AR(2) -0.21582 0.0813 -26477 0.0108 Anderson-Darling [R] 15713
ECBPR _L2I1 -1.0353e+09  1.0643e-05 -9.7277e+13 0 Augmented Dickey Fuller (p-value) [R] | 1.0000e-03
| LUKPNFCs_I1 -4.9374e+07  6.6032e-05 -7.4773e+11 0 Aug d Dickey Fuller [R] -5.5289 ot
UK Nominal GDP_L2 8.4934e+03 193.902! 438026  1.4983e-41 Cramer von Mises (p-value) [R] 7.1366e-04 StatIStI () Of the OVera” mOdel GOF
| Variance 7.9459¢+16  8.6785e-1 9.1558e+28 0 Cramer von Mises [R] 0.2690
Durbin-Watson 15253
I ndepend e nt Durbin-Watson (p-value) 0.0699
H - B F statistic 21.771%
variable statistics KPSS (p-value) [R] 0.1000
KPSS [R] 0.0770
KolmanarosSmirno (nassalus) [R1 |_9ssase.n .d
T
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any

Graphical
representation
of the
goodness of fit

For inserting
model into the
modelling
archive
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Stress testing modelling
TABOS

Our solutions provide extensive out -of-sample model validation to confirm the true causality found in the risk factors allowing

for a robust and credible projection

"4 Out of sample validation

GRC Analytics
identifying forecasting model performing most robust predictions

S u pchatiengersappeoach fora mp i o n

Time series Forecast evaluation RMS mean RMS median RUS di o
Challenger_1 3
» |Challerger_2 x 10
Challenger_3
<
<<
v
Forecast options
- AN 1F e
Minimum data length for fitting a model = o
Evaluation horizont 4 % S ——
© -
[ Fixed training window 4 ) 0.8 Base model
= —— Challenger
[] omit NaN Median v Evaluate 06 Challerger2
: — —r Challenger, Challenger 1 out performs
Hace modsl 0,001 0,001 0,001 0, 04r current base model
Challenger_1 0,001 0,001 0,001 X
Challerger_2 {0,001 0,001 0,001 0, 02F
1 |
Challenger_3 {0,001 0,001 0,001 0,
0 - =
1 15 25
[ intialize axis y in 0 Predictions
< > '
A~
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Al predictive modelling

TAB provide Machine Learning techniques to predict large losses as different risk
indicators change, such as staff turnover IT incidents and other

Using machine learning the user may develop models to identify those business units, processes, risk types where is more like ly
to experience a deterioration of the control environment

Input data Used data Power ROC  Histogram  Model Bads
Different risk indicators RCSA Scores A | B3] [Near Misses ~
R Internal Audit Scores Loss_Freq_3month s
are automatically Finerdents — s
modelled to select most - | (Staff Tumover 3 e
predictive combination Activy Growth .
of variables = 8 F
v e o
— o
Max Colineality 5 S
V| Near Misses 99,06% 4 > g 3
Fit models g i o ——— Aleatory model
Models Data model /'/ Iqea‘ model
Logit #01 A Lineal #04 v,."/,/ 8 ' L!neal #04
:5?3;:%:? Near Misses A ’d L"]eal #04 -
Reciprocal #03 IT Incidents -
e imu'gmh Number of cases
Composed log #03 Y
Log #03
Log-log #03 Table content Fit Options
h neal #04 == ST
Lnea, £02 , Coefficient p-value Standard error| t stadistic
\Lineal #05 M| V. 1 |Independent 0,5194 0 1,219E-8 4261325
Sort models by  Gini index v Cross Valida 1728 Near Misses-8,987E-7 0 9,37E-14 -9.591.281
— Stadistics 3 |([Tincidents -1458E-6 0 8,764E-14 -16.637.24
Area under the curve | 79.5% | | 4 [Staff Tum.. 2937E6 0 6254E-14 4696282
Kolmogorov-Smimov | 60.7% | | | |5 |Actiity Gr..2,047E4 0 4607E-12 4443459
Kendall's tau [ 76.8% [ |
Pearson’s linear | 91.8% | |
Speaman'sho | 85.8% [ |
A~
24 H :
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GRC Analytics scientific validation

Special focus is given to scientific validation of Analytics both for those data
based models as well as expert elicitated models
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